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Read more in this series
Details about the National Security Agency’s “Prism” surveillance
program have entered the news in dribs and drabs since former
NSA contractor Edward Snowden leaked revealing documents about
the program to the Guardian and the Washington Post in June of
last year. The unsettling insights revealed by Snowden generated
quite a stir in the press, and large tech and telecom companies
faced a wave of consumer backlash in the wake of the ongoing
story.

Last September, while Snowden was living under guard at a secret
location in Russia, Yahoo CEO Marissa Mayer seemed caught off-
guard when a reporter raised questions about NSA surveillance at
the 2013 TechCrunch Disrupt conference in San Francisco.

When asked what would happen if Yahoo ignored the order or
shared it with the press, Mayer uncomfortably replied: “Releasing
classified information is treason. It generally lands you incarcerated.”

Companies are often left with few options once the U.S. government
starts putting the screws to them. So, how do NSA data requests fit in with overall corporate
responsibility? What is a company to do when faced with a request that seems to counteract its responsibility
to consumers? We spoke with three key experts in corporate social responsibility (CSR) to find out the
answers.

A few months before Mayer spoke at TechCrunch Disrupt, Yahoo, along with other tech giants like Google
and Microsoft, asked a U.S. surveillance court to open up records that would allow companies to be more
transparent, but the requests were denied. “Releasing information that could induce adversaries to shift
communications platforms in order to avoid surveillance would cause serious harm to the national security
interests of the United States,” Department of Justice lawyers wrote in the redacted brief, issued on Sept. 30,
2013, as reported by PC World.

Predictably, companies, concerned citizens and privacy advocates were furious. But they got a bit of a
reprieve in February, when the Obama administration agreed to relax some of the restrictions that barred
companies from disclosing how many data requests they receive from the NSA. Under the new rules, a
company can now report on how many requests for member data it has received, the number of accounts
impacted and the percentage that they respond to. The rule came with some caveats: Although the
aggregate data covers a six-month period, it can only be published six months after the reporting period has
passed. The rules also prohibit young tech startups from disclosing data about NSA data requests for their
first two years in operation.
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vulnerability for exploitation. This presents a new
mantra: if it’s connected, it must be protected. In this
series, we will outline some of the data security
challenges facing companies and showcase data
protection as both a business and social imperative.
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address the global workforce gap in cyber security
and provide new career opportunities for young adults

GRI + LEED - join us in las vegas    TWITTER TODAY - SAP: millennial entrepreneurs    NEW SERIES - GUIDE TO CARBON OFFSETS

Share 21

 ABOUT US NEWSLETTER ADVERTISE

Home Categories Special  Series GRI  Training Podium Events Jobs CSR Courses

http://www.googleadservices.com/pagead/aclk?sa=L&ai=CZN4SjDhJVNSfFpOa8wOG4YGQBMub-uMG2-WZxr0B8p7coNQBEAEgkof3AVDll53bBmD5uvSDnBCgAd3U3N0DyAECqQJZB42938WRPuACAKgDAcgDnQSqBNgBT9CPYGMZj5lCCy7vco2guvf0IRbiiuEYzadYouJ-7MxMjis7m2zGUQn_Oo6hHdC9P8nUi5p0MHVGHlHmGeN1oRjTrUPb9_F8eurTdcdvoBT6vLujZBbxVEGdIskx4OL8I6iPQDQZjh3cwWuhU3pD0mIWCMaNjYCVc16oepZSDxKAJWadHYw6Oo4B2JlV3QjZ0bzGfQmK1tmuXNjsXVQRAeS-kckUGP1DGmLvbrOzWsR2K9GwhmjMKxtd8n3kkyqnZl_UCQUp0kh6gG_aFYcHEVNOJLpwk9gt4AQBiAYBoAYCgAeLq6Mi&num=1&cid=5Gi7xy0gltMobXs0Oki8OYxC&sig=AOD64_3KuzDMhhlkEjfQQ1K4Tawti2H0wQ&client=ca-pub-3123916838823254&adurl=http://www.pelephone.co.il/digital/3G/Corporate/digital/support/devices_operating/iPhone_6/.aspx
http://www.triplepundit.com/author/mary-mazzoni/
http://www.triplepundit.com/topic/internet-security/
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F&text=What%20Does%20Corporate%20Responsibility%20Mean%20When%20It%20Comes%20To%20NSA%20Data%20Requests%3F&tw_p=tweetbutton&url=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F&via=triplepundit
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F&text=What%20Does%20Corporate%20Responsibility%20Mean%20When%20It%20Comes%20To%20NSA%20Data%20Requests%3F&tw_p=tweetbutton&url=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F&via=triplepundit
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F&text=What%20Does%20Corporate%20Responsibility%20Mean%20When%20It%20Comes%20To%20NSA%20Data%20Requests%3F&tw_p=tweetbutton&url=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F&via=triplepundit
http://twitter.com/search?q=http%3A%2F%2Fwww.triplepundit.com%2F2014%2F07%2Fnsa-data-requests-corporate-responsibility%2F
http://www.triplepundit.com/topic/internet-security/
http://www.theguardian.com/world/2013/jun/23/edward-snowden-nsa-files-timeline
http://www.washingtonpost.com/politics/intelligence-leaders-push-back-on-leakers-media/2013/06/09/fff80160-d122-11e2-a73e-826d299ff459_story.html
http://www.bloomberg.com/news/2014-07-29/tech-companies-reel-as-nsa-spying-mars-image-for-clients.html
http://www.triplepundit.com/topic/yahoo/
http://www.businessinsider.com/marissa-mayer-its-treason-to-ignore-the-nsa-2013-9
http://www.businessinsider.com/marissa-mayer-its-treason-to-ignore-the-nsa-2013-9
http://techcrunch.com/events/disrupt-sf-2013/event-info/
http://www.businessinsider.com/marissa-mayer-its-treason-to-ignore-the-nsa-2013-9
http://www.triplepundit.com/topic/csr-corporate-social-responsibility/
http://www.triplepundit.com/topic/google/
http://www.triplepundit.com/topic/microsoft/
http://thenextweb.com/insider/2013/07/11/yahoo-reportedly-wants-its-battle-against-the-nsas-secretive-prism-requests-to-be-made-public/
http://www.pcworld.com/article/2062940/tech-firms-furious-after-denied-full-view-of-government-reply-to-fisa-court.html
http://www.pcworld.com/article/2062940/tech-firms-furious-after-denied-full-view-of-government-reply-to-fisa-court.html
http://www.nytimes.com/2014/01/28/business/government-to-allow-technology-companies-to-disclose-more-data-on-surveillance-requests.html?_r=1
http://www.nytimes.com/2014/01/28/business/government-to-allow-technology-companies-to-disclose-more-data-on-surveillance-requests.html?_r=1
http://www.triplepundit.com/
http://www.triplepundit.com/topic/internet-security/
http://www.symantec.com/corporate_responsibility/
http://www.youtube.com/watch?v=mf949BzuNXY
http://www.isoscsr.org/trainings/gri-training-las-vegas
http://www.triplepundit.com/event/millennial-entrepreneurs-with-sap/
http://www.triplepundit.com/event/millennial-entrepreneurs-with-sap/
http://www.triplepundit.com/topic/guide-to-carbon-offsetting/
http://www.triplepundit.com/
javascript:void(0);
https://www.facebook.com/triplepundit
http://twitter.com/#!/triplepundit
http://www.linkedin.com/groups/Triple-Pundit-People-Planet-Profit-1842706
http://plus.google.com/115563936384377336432
http://www.triplepundit.com/about/
http://www.triplepundit.com/newsletter/
http://www.triplepundit.com/sponsors/
http://www.triplepundit.com/
http://www.triplepundit.com/gri-course/
http://www.triplepundit.com/podium
http://www.triplepundit.com/events
http://jobs.triplepundit.com/
http://www.csrreporting.com/


What Does Corporate Responsibility Mean When It Comes To NSA Data Requests?

http://www.triplepundit.com/2014/07/nsa-data-requests-corporate-responsibility/[23/10/2014 20:21:41]

Lawsuits from Google, Microsoft, Yahoo and Facebook were dropped as a result of the new rules, but
companies were quick to note that further change was needed. “We filed our lawsuits because we believe
that the public has a right to know about the volume and types of national security requests we receive,” a
representative for Google, Microsoft, Yahoo and Facebook told the New York Times in a joint statement.
“While this is a very positive step, we’ll continue to encourage Congress to take additional steps to address
all of the reforms we believe are needed.”

Nancy Mancilla, founder and CEO of ISOS Group and a leading expert on CSR reporting also spoke in favor
of further reform in a recent interview with Triple Pundit: “It’s ridiculous that for six months [companies] are
quarantined before they can release that information. In this digital age, with companies that are in that space,
it just doesn’t seem right.”

What’s a company to do?

Protesters gather in Washington, D.C. for the ‘Stop Watching Us’ rally in October 2013.

The American Civil Liberties Union (ACLU) has been particularly vocal in its stance against NSA spying,
participating in several rallies in Washington including Stop Watching Us in October 2013 and The Day We
Fight Back in February. A year after the story first hit the press, the organization released a white paper
calling for further privacy reform.

Along with action points for Congress, the president and the courts, the ACLU provided five ways for tech
companies to take action:

1. Insist on warrants: Surprisingly, warrants based on probable cause are not always a given when it
comes to NSA data requests. In their call-to-action, the white paper’s authors note, “The fact that the
government often withdraws requests when companies push back demonstrates just how out of control
the government’s informal information-gathering has become.”

2. Notify users of surveillance requests: Companies are now permitted to disclose the number of data
requests they receive, although with some limitations, yet many choose to remain silent, the ACLU
notes.

3. Minimize data collection and retention: On the surface, this may seem a touch unreasonable, but
the ACLU has no qualms with businesses holding onto data for as long as they need it for standard
operating purposes, while noting, “Companies shouldn’t be holding onto our information without a truly
valid business reason to do so.”

4. Encrypt and protect our communications: The ACLU suggests tech companies use encryption
software like STARTTLS to protect email sent from one service (like Gmail) to another (like Hotmail).

5. Publish meaningful statistics about government surveillance requests: The authors note that
“technology companies are the only ones who can give the public a full understanding of the way in
which the government is using its various law-enforcement authorities to collect user data” and called
for more reporting to the fullest extent the law allows.

Marc Gunther, veteran journalist, speaker and editor at large of Guardian Sustainable Business U.S. gave
an additional suggestion to companies looking to spur change:

who may not be college-bound. In partnership with
leading educational and workforce development non-
profits YearUp and NPower, the program attracts,
educates and trains underserved young adults (ages
18-29) to enter the exciting and in-demand field of
cyber security. 
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“The other thing that’s incumbent upon them to do is to get active in the public policy arena,”
Gunther told Triple Pundit. “So if [companies] feel like there are either too many requests or if
the requests aren’t fully supported by evidence, they need to be very loud in Washington about
trying to put some restrictions on the government’s efforts to pry information out of them …
Transparency — and noisy transparency — is a pretty good weapon.”

Mancilla of ISOS Group agreed, saying “it’s almost [a company's] duty” to get active around policy that
impacts its users. That said, both experts agreed that being as transparent as possible under the law can do
a great deal to ease users’ minds and help companies recover from damage to their reputations. Elaine
Cohen, CSR strategy expert and founder of Beyond Business Ltd., a social and environmental business
consulting firm, agreed, saying disclosing information about data requests is a “very powerful part of this
dialogue.”

The USA Freedom Act: A chance for reform
Introduced in October 2013 by a Democratic senator and a Republican House member, the USA Freedom
Act seeks to significantly limit the collection and use of Americans’ information under current spying
laws. Rep. Jim Sensenbrenner (R-Wis.), a lead author of the Patriot Act and co-sponsor of the bill, had
strong words for current data-gathering practices:

“I authored the Patriot Act, and this is an abuse of that law,” Rep. Sensenbrenner told the
ACLU. “This misinterpretation of the law threatens our First, Second and Fourth Amendment
rights. Congress never intended this. I will rein in the abuse of both the Patriot Act and the U.S.
Constitution with the support of the American public.”

Sen. Patrick Leahy (D-Vt.), chairman of the Senate Judiciary Committee and co-sponsor of the bill, echoed
Sensenbrenner’s sentiments, saying the “government has not made its case that this is an effective
counterterrorism tool, especially in light of the intrusion on Americans’ privacy rights.”

Specifically, the bill would amend Section 215 of the Patriot Act – which is used to “collect the phone records
of almost every American every day,” as well as gather Internet metadata en masse – so that it can no
longer be used in such a sweeping fashion, Michelle Richardson, legislative counsel for the ACLU’s
Washington Legislative Office, said in a blog post last fall.

A version of the bill was passed by the House in May, but some critics said “the bill’s language governing
data-gathering was ambiguous, raising concerns that it still would allow the large-scale collection of data from
phone companies and other entities,” Ellen Nakashima of the Washington Post reported. Senate aides
told the paper last week that a compromise bill could be introduced in the Senate before the August recess.

“I don’t even think this a CSR thing,” Elaine Cohen said bluntly. “I think most people would agree that any
en-masse infringement of privacy just doesn’t make sense … Indiscriminate, unlimited exposure of potentially
sensitive information shouldn’t be the way governments do business.”

The bottom line
A growing number of companies are pushing for change at the policy level, and the proposed Freedom Act
would create a panel of advocates from outside the government allowing a wider section of stakeholders
to weigh in. While it’s disconcerting that NSA data requests to companies like Google have increased by as
much as 120 percent since 2009, it may be time for users to start giving some of these tech companies a
break.

“The first responsibility of any corporation is to obey the law,” Cohen said. “And if the law says you must
reveal certain aspects of your operations, which may include some of your customer data, then a company
has every duty and responsibility to first and foremost comply with the law.”

“Ultimately corporations have to do what they [can] to raise awareness for things that the law is demanding
that may not be reasonable or that may not be in the public interest,” she continued, “but … at the end of the
day companies can’t pick and choose which laws to obey.”

Marc Gunther agreed, quoting what has now become a popular idiom — if you’re not paying for a service,
you become the product — and pointing to the now-commonplace practice of tech companies harvesting
user data for advertising purposes.

“We, by the very nature of using a free service like Gmail, Facebook, Yahoo Mail, Twitter, etc., if we’re not
paying for it with dollars and cents we’re in a sense paying for it by agreeing to be sold to advertisers,” he
told Triple Pundit. “So it shouldn’t come as a shock that some of that information makes its way into the
hands of the government.”
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